/, A) CORTADO

MOBILE SOLUTIONS

1I0S Business Container

Implementation of Apple’s Business Features in the Enterprise

White Paper




iOS Business Container

Contents

OULLINE wevireniiriniiiieiiieeiirueiireeceraesrenssesssssasssrassssssssssssssssssssssssssssssssssssnssssssssssssssssssssnssssassssassssssssssns 3
1. The Post-PC Era: Is Corporate Data NO LONZEr SECUINE? ......ccuuiiieeirnnireniiieneiirneicreeicrsacsssescssecssseens 4
2. Mobile Complexity and SPecific SECUFItY GAPS iuccieererereicenieersracrncssecssssssssssssassssscssscssssssssssssssssnoes 5
2.1 Mobile security riSkS @t @ ZlanCe .....c.ceeeiruiriee ettt 6

3. How to Build a Secure iOS BUSiNess CONtAINEr....ccccivuerereeccrarisiercersssrnescrassssssssrsnsssssssssassssansssssssssns 7
3.1 Five steps to a secure, NAtive CONTAINET c...iiiiiiiiieeieeee et ere et e e be e saaesae s beessaesaaesaveen 7

4, Trust iniOS is Good, an Adequate MDM is INdiSPeNSable ....c.cccceerieerieciancenicenneencrancracsscssccsnssancsane 10
4.1 Cortado MDM functions in connection With i0S .......cceciriiiieieeeeee e 10

Mail @CCOUNT PUSH 1.ttt ettt sttt ettt e b e e eseeseenesbestensenes 10

FY o] o] (Lot dTe Yo T o TU ] o SO OSSR 11

MANAZEA OPEN TNttt ettt ettt ettt b bt s b et et e st e bt s he st et e b et e bt eb e b et et e st eneebesbe st ensens 12

MaNAZEA AOMAINS...cuiitiierieiieiieestertet ettt sbe ettt st s te st et e s e esessestensenseseeseesesbebensesaeneesessessensenes 13

PEI APD VPN ettt ettt sttt st e s bt e st e e s ab e e s e b e e senb e e s nbe e e nneeeanneas 13

Wi-Fi Profile PUSH vttt ettt et sereebeebe st et ensens 13

SECUIE & NALIVE CONTAINET ..euiiuiiiiiieieeierteet ettt ettt se e st be s et e b et e sbesseentesaeensenbens 15

SUMMAIY tutuieitrenereracsesessesesseressssesssssssssssssssssssssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssasssss 15
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Outline

Situation. The post-PC era: Is corporate data no longer secure?
Companies throughout the world are becoming more mobile. The subject of data security in corporate envi-
ronments, and security gaps associated with it, are a major issue for CIOs and CEOs.

Problem. Mobile complexity and specific security gaps.

Mobile device operating systems seem slow to meet the security requirements of companies. Enterprise mo-
bility still faces skepticism. In order to combat this, complicated solutions are brought into the market, and
this ultimately results in employees bypassing the provided systems and requirements, causing significant
security gaps.

Solution. How to build a secure business container with iOS.

After the release of iOS 8 in 2014, important steps have been taken towards making enterprise mobility more
secure. Achieving a high level of security is simply a question of using the Apple products practically. Choose
apps for your employees, add extra business apps and select the appropriate VPN provider for “per app VPN”.
The Mobile Device Management of choice should not only be compatible with iOS, but should also map its
range of functions as broadly as possible. These steps will result in secure corporate data when using iOS.

Result. Trust in iOS is good, but an adequate MDM is indispensable.

i0S is of no significant benefit if there is no adequate Mobile Device Management in place. Many companies
still shy away from this and create their own workarounds, or they use MDM systems that have only a very lim-
ited compatibility with i0OS. With Cortado MDM - the MDM/MAM solution from Cortado - you are guaranteed
effective and comprehensive use of iOS functions.




Millions

of people
worldwide
use smart-
phones for
business
purposes.
As aresult,
data secu-
rity is an
important
part of
enterprise

mobility.
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1. The Post-PC Era:
Is Corporate Data No Longer Secure?

Mobility is increasingly becoming an integral part of daily work processes. Employees use smartphones and
tablets for information management, sending and receiving work-related e-mails, visiting social media sites
for work purposes, writing notes, taking part in web conferences and using software from office packages. At
the same time, the challenges in connection with protecting corporate data on mobile devices are becoming
greater and more urgent.

The continual refinement of mobile technology and the wide-ranging ways in which devices are used isindeed
a double-edged sword for companies. On the one hand, increasingly sophisticated technology improves em-
ployee productivity and flexibility, increases the competitive advantage and possibly even company profits,
as well as reduces operational costs. On the other hand, the threat of attacks to a company’s data security
and the consequences of such attacks are multiplied significantly. According to the Data Breach Report by the
Identity Theft Resource Center (ITRC), there were 932 data breaches in 2018 in the US alone!, and on average it
takes 191 days for a company to realize that there has been a data breach at all.?

A company must balance guaranteeing its own security interests while also increasing employee productivity.
But the variety of devices and system environments makes it more difficult to define security guidelines. If
complexity is ignored, then strictly confidential data can be released to the outside world unimpeded. The IT
department no longer has control over corporate data. The financial impact due to the loss of sensitive data,
which follows on from the loss of competitive advantages, legal violations and erosion of shareholder values,
for example, cannot be underestimated. The average cost for each lost data record, for example, was $141 in
2017.2

1 Identity Theft Resource Center (ITRC)
https://www.wombatsecurity.com/blog/2018-us-data-breach-statistics-plenty-of-ghosts-in-the-graveyard (October 2018)

2 Ponemon Institute’s 2017 Cost of Data Breach Study: Global Overview
https://www-01.ibm.com/common/ssi/cgi-bin/ssialias?htm|fid=SEL03130WWEN& (June 2017)

3 Ponemon Institute’s 2017 Cost of Data Breach Study: Global Overview
https://www-01.ibm.com/common/ssi/cgi-bin/ssialias?htm|fid=SEL03130WWEN& (June 2017)


https://www.wombatsecurity.com/blog/2018-us-data-breach-statistics-plenty-of-ghosts-in-the-graveyard
https://www-01.ibm.com/common/ssi/cgi-bin/ssialias?htmlfid=SEL03130WWEN&
https://www-01.ibm.com/common/ssi/cgi-bin/ssialias?htmlfid=SEL03130WWEN&
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2. Mobile Complexity and Specific
Security Gaps

Mobile technologies are developing and improving rapidly, but at the same time they are becoming increas-
ingly complex. Across all the different versions of the platforms, there are many specific weak points that
appear on a regular basis* which can be exploited by malware and hacker attacks. According to an American
study, a laptop is lost or stolen every 53 seconds.® For the individual user this is an inconvenience, but for the
corporate world it opens up the possibility for serious compromises of data. The level of severity depends on
which sensitive data the respective employee has saved on his device and how easy it is to access it. For exam-
ple, if the data on the device is not encrypted, then important corporate information is not secure. Likewise,
apps can cause significant damage on unmanaged devices and unsecure operating systems.

Without special rules and a Mobile Device Management solution, corporate data is exposed to significant se-
curity risks. 77% of employees say their organization did not make them aware of security risks with BYOD®
This is partly due to the fact that in many cases there are not any guidelines in the first place, or there may be
formal requirements in place that are not being enforced. This is added to the fact that generally security risks
remain unknown on both sides.

4 Lintell, Andrew: “Complexity is the enemy of security”
https://www.computing.co.uk/ctg/opinion/3026461/complexity-is-the-enemy-of-security. (February 2018)

5 Olenski, Steven: Is The Data On Your Business’ Digital Devices Safe?
https://www.forbes.com/sites/steveolenski/2017/12/08/is-the-data-on-your-business-digital-devices-safe/#391dc1224c6a
(December 2017)

6 Franklin, Roger, E.: 5 Legal Issues Your Company’s BYOD Policy Must Address
https://toughnickel.com/business/5-Legal-Issues-Your-Companys-BYOD-Policy-Must-Address (June 2018)


https://www.computing.co.uk/ctg/opinion/3026461/complexity-is-the-enemy-of-security
https://www.forbes.com/sites/steveolenski/2017/12/08/is-the-data-on-your-business-digital-devices-safe/#391dc1224c6a
https://toughnickel.com/business/5-Legal-Issues-Your-Companys-BYOD-Policy-Must-Address
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2.1 Mobile security risks at a glance

The following table describes the most important mobile security risks:

N T

Downloads from unknown sources/ On Android and Windows devices, you can easily download appli-

Public app stores cations from unknown sources, such as the Internet or from SD
cards. Public app stores have a reputation for hosting fraudulent
orseverely flawed applications. This is presumably due to the very
relaxed rules according to which applications are checked and ac-
cepted. These apps may be harmful and could copy, transmit or
modify important corporate data.

Jailbreaking Many users hack their device to install applications that are not ac-
cepted by the original operating system. This makes it much more
likely that harmful applications could be installed.

Unencrypted communication If a corporate application communicates with backend systems
without mutual authentication and encryption of the communica-
tion channel encryption, data can be intercepted easily during the
transmission and misused.

Lost/Stolen devices If an employee loses his device with important corporate data, or
if it is stolen, it is not difficult to retrieve unencrypted data. This is
simple if a basic password - or none at all - has been assigned to
data.

Personal mobile devices Personal devices can be a risk to the security of corporate data if
they are not managed and therefore do not follow the same secu-
rity guidelines as corporately owned devices.

Mobile tethering Mobile tethering is a useful productivity tool. That being said, if
tethering is carried out via an unsecure WLAN with a weak WEP
encryption, then it is not difficult for someone in close proximity
to intercept the entire communication.

P2P/Adhoc sharing Many attacks caused by harmful applications are committed via
P2P channels such as Bluetooth. The malware can intercept sen-
sitive data and can impair the user’s productivity due to reduced
device performance. Due to the undesired use of message and
service functions, this can also result in a financial loss.

Cumbersome and unrounded mobility management solutions or guidelines often result in employees seeking
their own risky workarounds. This does not have to be the case if iOS business features are used correctly.
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3. How to Build a Secure iOS
Business Container

With iOS, Apple provides the tools required to build a native container and significantly increase mobile data
security in the company. First, a Mobile Device Management solution is necessary to manage the applications
with the corresponding iOS business features. The minimum requirements of the new APIs, which enable the
functionality of the new business features, such as “per app VPN”, are specified by Apple. Application develop-
ers must add these to the app source code, thereby standardizing the interface. The functions are only called
up by the app, the operating system does the rest and sends the required information back to the app.

In five simple steps, it is possible to create a secure container based on the iOS operating system. These steps
are explained in detail below.

3.1 Five steps to a secure, native container
Step 1 Choose applications for your employees

Begin by considering which applications should be used in
your company and for your employees’ mobile work. The end
users should be involved in this step. Also take into account
any feedback from employees regarding the applications
specified by the company. It is worth setting up a site on the
intranet or the company’s social network. Employees can

then make suggestions for relevant apps suitable for corpo- |

rate use. These can be evaluated by the IT department and |

tested based on the defined security criteria. Finally, the apps l

that have been given the green light can be pushed to the de- e i
vices via the MDM system.
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Step 2 Add further necessary apps

In your company, you probably use a range of intranet appli-
cations, such as time management systems, address manage-
ment, accounting systems for travel expenses, documentation :
systems, project or schedule planning systems as well as social :
media platforms. From time to time, these are used to process
sensitive data. This is reason enough to offer a secure browser

for protected access. Safari can be considered a secure browser
when used with Apple’s “managed domains” feature. A corre-
sponding enterprise mobility solution that fully supports this
feature will be needed. With this feature domains to certain in-
tranet sites can be specified. If a document is downloaded via
these sites, it can now only be opened with the managed apps.

This makes the Safari browser part of the native container. Domains can also be specified for the native e-mail
client, meaning if you receive an e-mail from a listed domain, the attachments can only be opened in the
managed apps.

Itisimportant that you use an efficient, secure file sharing solution. In some companies, file sharing is discour-
aged and in other cases no mobile file sharing is offered at all. As a result cloud storage solutions only intended
for private use may end up being used in enterprises. To avoid this, efficient file sharing app should be offered,
whichincreases productivity and flexibility rather than restricting it, while at the same time guaranteeing data
security. An on-premise file sharing system is especially recommended. This is advantageous, as the compa-
ny’s own, existing network, already protected by a secure internal firewall, is accessed. The implementation
of a new system can therefore be avoided.

Step 3 Select the right solution for “per app VPN”

With the “per app VPN” function, all managed apps are routed
through the VPN tunnel. Private and unmanaged apps, such
as YouTube, Skype or Spotify are excluded. The data traffic is
limited to business applications. This draws a clear line be-
tween private and business data. The burden due to increased
data trafficis also eliminated. The per app VPN should be con-
figured by the IT department. Per app VPN is also relevant in
the area of managed domains, as any domains that have been
specified for the Safari browser will now use the VPN tunnel.
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Step 4 Can your MDM handle i0S?

To put it bluntly, without Mobile Device Management to cov-
er all iOS features, all other considerations regarding iOS are
meaningless. MDM is the prerequisite for using iOS business
features. With viable MDM it is possible to create the business
container - the virtual space where all apps and business
e-mail accounts are pushed to, and through which all devices
can be regulated with per app VPN, app extensions or man-
aged open in. App extensions, for example, offer users a more
elegant form of interaction between various apps and enable
the direct opening of files in other apps.

Step 5 Increase data protection

Here a short clarification to previously mentioned function
“managed open in”: with managed open in, your administra-
tor can prevent business documents from being opened in
unsecure or unmanaged apps. If “managed domains” are not
initially used, or the MDM provider has not included e-mail in
this feature, then the native Apple e-mail app can be set up
as a managed app. Then attachments can only be opened by
apps from within the secure business container.

All managed apps with the features “managed openin”, “man-

aged domains” and “per app VPN” thus create a native and secure container on the device. At the same time,
in i0S, all files are encrypted regardless of whether they contain core data from iOS or from third party appli-

cations. All apps are automatically encrypted by default.”

In five steps, you now have a secure, native container. There is therefore no need for container solutions from
third party providers and complex app-wrapping projects. Bring Your Own Device or Corporate Owned Per-
sonally Enabled projects using iOS can actually be implemented securely.

In the next chapter, we take a look at the Enterprise Mobility solution called Cortado MDM. Right from the
start, the concept was based on using the natural resources of mobile operating systems to avoid sources of

error and ineffective processes.

7 https://www.apple.com/business/site/docs/i0OS_Security_Guide.pdf (November 2018)


https://www.apple.com/business/site/docs/iOS_Security_Guide.pdf

4. Trust iniOS is Good, an Adequate MDM
is Indispensable

With Cortado MDM, you have a service at your disposal that can quickly and easily manage your smartphones
and tablets centrally.

4.1 Cortado MDM functions in connection with iOS

Now let’s take a look at how the Cortado MDM uses iOS business functions.

Mail account push

In the Cortado MDM management console, you create a profile in which the necessary parameters, such as
domain, e-mail address of the user, etc. are entered for the Exchange server (Fig. 1). To add a new new user,

simply add the name of the staff member and the user’s company email address. The user then appears on
the dashboard, ready to be assigned, under “Assign User”.

| users

Ermail Address

[u«rmup« cortado.com

The profile is then assigned to the user on the respective device. If the employee then logs in with his or her
iPhone or iPad, then a single input of their password for the business e-mail account must be given (Fig. 2).
After refreshing the mailbox, the account is ready in “Mail”.



Application push

In the management console, under the “Apps” setting (Fig. 3) the IT administrator can find all business apps.

He can assign the corresponding apps to users and user groups. If the employee logs in on his iPad or iPhone,
he must simply confirm the installation (Fig. 4) and the application will be available.




Managed open in

This is where the policies for app use are defined in the management console. By selecting only “Allow open
from managed” as an option, the possibilty to “Allow open from unmanaged” is deactivated (Fig. 5). This
means documents can only be opened with the apps that have previously been determined by the IT depart-

ment.

Add Palicy

A Sync policies (i0S,

@ Cortado policies (i05)
Apple policies using IPCU (i05)
Samsung policies [Android)

< Allow all:

7| Allow installing apps

7| Allow camera

¥| Allow FaceTime

+| Allow screen capture

¥| Allow sync while roaming
7| Allow Siri

| Allow voice dialing
#! Allow In-App Purchase

+| Allow multiplayer gaming

#| Allow photo stream

* Only on supervised devices

Device Encryption | Kiosk Mode

¥| Allow explicit content

| Allow Game Center friends

| Allow YouTube

| Allow iTunes Store

| Allow Safari

4| Allow iCloud backup

Y| Allow iCloud document sync
| Allow iCloud photo stream

4| Allow sending diagnostic data
7| Allow untrusted certificates

i05 6 only:

¥ Allow diagnostic submission
7| Allow passbook while locked
4| Allow shared stream

+ Allow Game Center*

+ Allow Bookstore*

4| Allow Bookstore Erotica®

¥ Allow Ul profile installation®
i05 7 only:

Allow open from unmanaged

¥ Allow open from managed

For example, you can classify a particular productivity application suite as a secure application, and only al-
low all Microsoft Office documents to be viewed and processed via this app.



App extensions make it possible to add features from other apps within an app, for example editing photos,
widgets for the message center, sharing and new keyboards. Previously the function “open in” had to be used
to transfer documents within various apps. Documents were then always saved in the storage of the app used,
resulting in duplicate files and complex searching for the correct version of files. This is no longer necessary
with the help of iOS and Cortado Server. Documents are opened via Cortado Server with their desired app.
Changes are then saved back to the corporate server or to the original location.

Managed domains

As previously mentioned Apples native browser Safari is available to use as a secure browser since the release
of i0S 8. With “managed domains”, the native e-mail app as well as Safari can be included in the secure con-
tainer. With the browser, downloaded documents remain in the container and can only be used with MDM
controlled managed apps. Via “per app VPN” it is ensured that the traffic of these managed domains only runs
through the secure VPN.

Per App VPN

Only managed apps in the native container use the company’s VPN connection, as defined as a policy in the
management console. Data is only exchanged via this secure interface. For apps like YouTube, Skype or Spo-
tify, a VPN connection can be deliberately dispensed with. The result is a lower VPN load as well as effective
VPN access for the user.

Wi-Fi profile push

In the Cortado Management Console, different Wi-Fi profiles are initially created (Fig. 6).

| Wi-Fi second Floor

Service Set Identifier [SSIDE

Ecd

WA/ WPAZ




The respective Wi-Fi profile is then assigned in the user profile in combination with the device used and is then
available on the device (Fig. 7, Fig. 8). It is not sufficient to know only the WPA password, but rather the user
with the associated iPad or iPhone is also required for verification.

If, for example, an employee wanted to log on using an unregistered device with the Wi-Fi password, access
would be refused. The same applies to unknown Wi-Fi hotspots. These have not been created as profiles for
the user and are thus not accepted for use of Cortado MDM.
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Secure & native container

Since all the above-mentioned features are set up via the Management Console, a secure and native container
is created. All iOS devices and the business applications found on them are managed by Cortado MDM. The
user barely notices that there is a distinction between business and private use on his iPhone or iPad.

Summary

While mobile data security is at times a secondary consideration for private mobility users, businesses have
completely different considerations to take into account. Unfortunately, many companies are willing to accept
the existence of security gaps instead of utlizing existing mobile management solutions. Without the compa-
ny-wide management or even excessive regulatory constraints on mobile devices, these security gaps will
only become greater. In the meantime, there are sufficient offers on the market to meet the need for secure
data traffic from a corporate perspective and to ensure smooth, effective mobile work from the employee’s
perspective. With iOS, Apple offers business features that enable a secure, native container on mobile devices:

> Quick and efficient setup: With mail account push and application push, corporate mail accounts and
apps are automatically pushed to employees’ devices via for example Cortado MDM Console with just
a few clicks. Employees no longer have to worry about setting up corporate mail and essential apps on
their devices.

> More security, less workarounds: By enabling “managed open in”, “per app VPN”, “Wi-Fi push”,
“managed domains” and “app extensions” in the Cortado‘s MDM, a native, secure container is created
on employee iPads and iPhones. This includes the native mail app, the native Apple browser and all
other managed iOS and Cortado apps used for effective network access and file sharing. This ensures a
complete and secure business area or business container with native apps on iOS devices.

> Increased acceptance of BYOD: Employees feel more secure and protected when using BYOD. The
acceptance of a BYOD program is also increasing, as personal and business data on the iPhone and iPad
are separated. IT administration only has access to the data in the native business container.

Additional white papers or questions:
You can download this and many other white papers on relevant IT subjects here:
www.cortado.com/whitepapers.

Any questions?

The Cortado team will be happy to help. We can be contacted at the following telephone number:
+49 (0)30 408 198 500 or send an e-mail to info@cortado.com.
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